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File name some_malicious_file.bin

Full analysis https://app.any. /366178de-7596-4305-9454-70

Verdi

Threats: Sodinokibi

Analysis date: August 06,2021 at 09:57:08
0s: Windows 7 Professional Service Pack 1 (build: 7601, 32 bit)
Tags
Indicators: BFQ
MIME: application/x-dosexec
File info: PE32 executable (GUI) Intel 80386, for MS Windows
MD5: B90A58F200DFFF23165DFIE1BOBSESSF
SHA1 74E3D82F7EEB1109E150DC41112CFI5B3A4B5307
SHA256: 5F56D5748940E4039053F85978074BDE16D64BDSBAS7F6F0026BA8172CB29E93
SSDEEP: 3072:Hp5SexkWi1LbideTMIwDCnU/q2GBI6W /y:JvGWwbnW.J/yBI
ANY.RUN
ANY.RUN
Software environment set and analysis options -
Behavior activities B Addforprinting  «
MALICIOUS SUSPICIOUS INFO

Sodinokibi keys found Checks supported languages Checks supported languages

Application launched itself

Sedinokibi ran:

. come

Dropped object may contain TOR URLS
5. f

Executed as Windows Service
PID:2

Reads Environment values

re instruction

full report &3

Malware configuration @ Aatorpinng -

No Malware configuration.

Static information @ raororpining  ~
TRID EXIF
exe | Win32 Executable MS Visual C++ (generic) (42.2) EXE
exe | Win64 Executable (generic) (37.3) MachineType Intel 386 or later, and compatibles
dil | Win32 Dynamic Link Library (generic) (8.8) TimeStamp: 2019:06:10 17:29:32402:00
exe | Win32 Executable (generic) (6) PEType PE3Z
exe | Generic Win/DOS Executable (2.7) LinkerVersion: 14
CodeSize: 41984
InitializedDataSize: 122368
UninitializedDataSize: o
EntryPoint: 0x36e6
0OSVersion: 51
ImageVersion: 0
SubsystemVersion 51
Subsystem: Windows GUI
Summary
Architecture. IMAGE_FILE_MACHINE_I386
Subsystem IMAGE_SUBSYSTEM_WINDOWS_GUI
Compilation Date: 10-Jun-2019 15:29:32
DOS Header PE Headers
Magic number: MZ Signature: PE
Bytes on last page of file: 0x0090 Machine: IMAGE_FILE_MACHINE_I386
Pages in file: 0x0003 Number of sections: 5
Relocations 0x0000 Time date stamp: 10-Jun-2019 15:29:32
Size of header: 0x0004 Pointer to Symbol Table: 0x00000000
Min extra paragraphs: 0x0000 Number of symbols: o
Max extra paragraphs: OxFFFF Size of Optional Header: 0x00E0
Initial SS value: 0x0000 Characteristics: IMAGE_FILE_32BIT_MACHINE

Initial SP value: 0x0088 IMAGE_FILE_EXECUTABLE_IMAGE



Checksum: 0x0000

Initial IP value: 0x0000
Initial CS value: 0x0000
Overlay number: 0x0000
OEM identifier: 0x0000
OEM information: 0x0000
Address of NE header: 0x000000D0
Sections
Name Virtual Address Virtual Size Raw Size Charateristics Entropy
lext 0x00001000 0x0000A2D4 0x0000A400 IMAGE_SCN_CNT_CODE, IMAGE_SCN_MEM_EXECUTE, IMAGE_SCN_MEM_READ 6.35748
rdata 0x0000C000 5 IMAGE_SCN_CNT_INITIALIZED_DATA, IMAGE_SCN_MEM_READ 6.43997
data 0x0001C000 0x0000179C 0x00001600 IMAGE_SCN_CNT_INITIALIZED_DATA, IMAGE_SCN_MEM_READ, 7.68881
IMAGE_SCN_MEN RITE
s7bz 0x0001E000 0x0000C800 0x0000C800 IMAGE_SCN_CNT_INITIALIZED_DATA, IMAGE_SCN_MEM_READ, 5.09537
IMAGE_SCN_MEM_WRITE
reloc 0x0002B000 0x0000054C 0x00000600 IMAGE_SCN_CNT_INITIALIZED_DATA, IMAGE_SCN_MEM_DISCARDABLE, 6.21532
IMAGE_SCN_MEM_READ
Video and screenshots B Addforprinting

Processes Addtorpiinting  «

47 7 2 0

Behavior graph
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Specs description

Process information

PID cMD Path Indicators Parent process

2256 CAUsers\admin\AppData\Local\Templsome_malicious_file. C:\Users\admin\AppData\Local\Temp\some_malicious_fileb — ExplorerEXE
bin.exe inexe

Informaticn

User. admin Integrity Level:  MEDIUM

Exitcode: 0

Modules
Images

c\users\admin\appdata\local\temp\some_malicious_file.bin.exe
cwindows\systema2\ntdil di
cwindows\system32\kemel32.dil

c\windows\system32\kemelbase.dI

cwindows\system32\user32.dil
cwindows\systema2\gdia2.di
c:windows\system32\ipk dil
cwindows\system32\usp10.d

c\windows\system3a2\msvert.dl

c\windows\system3a2\immaz. dil

1632 CAUsers\adminiappData\Local\Templsome_malicious_file.  C:\Users\admin\AppData\Local\Temptsome_malicious fileh & €5 @ some_malicious_file.bin.exe
bin.exe inexe

Information
User:  admin Integrity Level:  HIGH

Modules




mages

c\users\admin\appdata\localtemp\some_malicious_file.bin.exe
c\windows\system32\ntail di

c:\windo

ystem3z\kemel32.ll

c\windows\system32\kemelbase. dl

c\windows\system32\user32 dil

c\windows\system32\gdi32.dil

c\windows\system32\ipk.dil

cAwindows\system32\usp10.d

c\windows\system32\msvert.d

c\windows\system32\immaz dil

448 C:\Windows\System32\emd.exe’ /c vssadmin.exe Delete  C:\Windows\System32\cmd.exe - some_malicious_file bin exe
Shadows /All/Quist & bededit /sst {default} recoveryenabled
No & bededit /set {default} boatstatuspolicy ignorealifailures
Information -

User. admin Company Microsoft Corporation

Integrity Level:  HIGH Description:  Windows Command Processor

Exit code: 0 Version 6.1.7601.17514 (win7sp1_rtm.101119-1850)

Modules

Images

c\windows\system32\cmd_exe
c\windows\system32\ntdll.dl

\systemaz\kemel32.ll

\system3z\kernelbase.d

c\windows\system32\winbrand

c\windows\system32\msvert.dl

c\windows\system32\user32.dil

c\windows\system32\gdi32.dil

c\windows\system32\Ipk.dil

c\windows\system32\usp10.dl

a2 vssadmin.exe Delete Shadows /All /Quiet CAWindows\system32\vssadmin exe - cmd.exe
Information -
User: admin Company: Microsoft Corporation
Integrity Level:  HIGH Description:  Command Line Interface for Microsoft4 Volume Shadow Copy Service
Exit code: 0 Version 6.1.7600.16385 (win7_rtm 090713-1255)
Modules
Images
c\windows\system32\vssadmin exe

c\windows\system32\ntdl.di

c\windows\system32\kemel32.0ll

c\windows\system32\kemelbase.dI

c\windows\system32\advapi32.dil

c\windows\system3a2\msvert.dl

c\windows\system32\sechost dil

c\windows\system32\rpcrtd.d

c\windows\system32\atl.dil

c\windows\system32\user32.dil

1 2
2196 Ci\Windows\system32\wssuc.exe C:\Windows\system32ivssve exe - services exe
Information -

User. SYSTEM Company: Microseft Corporation
Integrity Level: ~ SYSTEM Description:  Microsoft€ Volume Shadow Copy Service
Exit code: 0 Version: 6.1.7600.16385 (win7_rtm.090713-1255)
Modules

Images

c\windows\system32\vssvc.exe

c:\windows\systemaz\ntall di

ci\windows\system32\kemel32.dll

c\windows\system32\kernelbase.d|!

\system32\advapia2 il

\system3z\msvert.d

c\windows\system32\sechost dil

c\windows\system32\rpcrtd.di

c\windows\system32\user32.dil

c\windows\system32\gdi32.dil

3140 bededit /set (default} recoveryenabled No C:\Windows\system3Z\bcdedit. exe - cmd.exe
Information -
User. admin Company Microsoft Corporaticn
Integrity Level:  HIGH Deseription:  Boot Configuration Data Editor
Exit code: 0 Version: 6.1.7601.17514 (win7sp1_rtm.101119-1850)
Modules
Images

c\windows\system32\bcdedit exe




c\windows\system32\ntdildi

c\windows\system32\kemel32 dll
c:\windows\system32\kemelbase.dI
c\windows\system3a2\msvert.dl

c:windows\systema2\advapi32.dil

c\windows\system32\sechost.dll

c\windows\system32\rpcrts.dl

2940 bededit /set {default} bootstatuspolicy ignoreallfailures vs\system32\bededit exe - cmd.exe

Information -
User. admin Company Microsoft Corporation
Integrity Level:  HIGH Description:  Boot Configuration Data Editor
Exit code: 0 Ver

n; 6.1.7601.17514 (win7sp1_rtm.101119-1850)

Modules

Images

c\windows\system32\bcdedit exe
c\windows\system32\kemel32.dll
c\windows\system32\ntdildi

c\windows\system32\msvert.d

c\windows\system32\advapi32.dil
c\windows\system32\kemelbase. dI

c\windows\system32\sechost dil

c\windows\system32\rpcrt4.d

Registry activity Addforprinng -

1298 1274 24 0

Modification events

(PID) Process: (2256) some_malicious_filebinex Key:  HKEY_CURRENT_USER\: \Microsoft urrentVersion\internet Settings\ZoneMap
e

Operation write Name: ProxyBypass

Value: 1

(PID) Process: (2256) some_malicious_file.binex Key:  HKEY_CURRENT_USERV \CurrentVersion\Internet Settings\ZoneMap
e

Operation write Name: IntranetName

Value: 1

(PID) Process: (2256) some_malicious_filebinex Key:  HKEY_CURRENT_USER\: \Microsoft urrentVersion\internet Settings\ZoneMap
e

Operation write Name: UNCAsintranet

Value: 1

(PID) Process: (2256) some_malicious_file.bin.ex Key:  HKEY_CURRENT_US| oftware\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
e

Operation write Name: AutoDetect

Value: 0
(PID) Process: (1632) some_malicious_filebinex Key:  HKEY_LOCAL_MACHINE\SOFTWARE\recfg
e

Operation write Name: sub_key

Value: D60DFF40440F390ED2DDF04B674C2FBBF07D35FA4B2

FC981CAB377A2BF44D
(PID) Process: (1632) some_malicious_file.bin.ex Key:  HKEY_LOCAL_MACHINE\SOFTWARE\recfg
e

Operation write Name: pk

ey
37ABB4991F4D4127409DFES6199E41D2D4FB654B44FCFD2CC2935

Value: AD54B93 T4E

(PID) Process: (1632) some_malicious_filebinex Key:  HKEY_LOCAL_MACHINE\SOFTWARE\recfg
e

Operation write Name: sk_key

Value: 21EC3DCD7CCI B21AB161D239F:
F30662F643401FC2BB20833EF32684258187496

3E961D2DB50F0A2CE1ABCCT2B6BF255CDAA980757CDF704068 ABSD0B2513945A651008033DFDD1CCCISBBABCC2CCDS215E

(PID) Process: (1632) some_malicious_filebinex Key:  HKEY_LOCAL_MACHINE\SOFTWARE\recfg
e

Operation write Name: 0_key

3C6EEED34F5BA6C096C489E20C2A9CCAB2858D789C762CAAEBOGBID254527E2FBF66CFB2E30EA6AASESE 7666062CHF 59A838194BBIGEACS!
2156826EAASFBA1CD04149DCAGBCEE

Value: 271E 312947A5497A4
6466/

(PID) Process: (1632) some_malicious_filebinex Key:  HKEY_LOCAL_MACHINE\SOFTWARE\recfg
e

Operation write Name: rnd_ext

Value: .9m32i
(PID) Process: (1632) some_malicious_file.bin.ex Key:  HKEY_LOCAL_MACHINE\SOFTWARE\recfg
e

Operation write Name: stat

Value: 0F83496322982F82C26DC318ESE! ”55”5434844;}:/03\551 A469E9SAIIE] 27CEA50BEE 32E9AGACCBBE6D6221FA5182ECEB55E
SA3EC0680A4BEDI3AAC28890EA459614543 A3 315E105FDEA4BA96CACBFCCFEDB54CFDEE3CD292403CDD3007 5841 2E404043806355D133D7AE168F73
829163C93E0A9937 1 BEB3CADBC596604CC363 4:80:23»«0/EQEDDBDM:UC‘FF/C:UU/ﬂUUEEMFM:’F\‘b.sC\.JDDEEEsFr-\SW4»«::,«:55045&2““ESB35 AOF7361F5D08117B4CE3AT
AE5AB6C19563610C9A6D825C46BA1D664D15578030F 588A4744AEF BDAE202E5C7C1E 1 0A7ACA260CE303FA6A45435B5C30F 0C04300564745E9CC613CC09ABCD7AFEABSI773
F4FOD70F3EF6DD671A3D00ABEG DI95IEEI749FFAASDE SE42F6EIC0BECT746D114CD4021 AEB23896EF360A1 533F4BFD7CBFSEIE23E 1 0A9CB08C29FID23626D38755F7 IFTF6686
2161686848D065BA3AAB3263ED966ACFB624A607DBEBES2 1 8F 19CE25183D7 1FAB28151D66B9056C81F31694052C6C0EDC044A596CABFBS6FEADB287AFF5C32C629A7 Cod
E543DCE21BEC4EE32DE62B783AF4AI6RFOBD33208865A2FD7B5832928332B554F76EDAOECEABAGFF78ABAEZE048AAC37 3EFOECBFF52FE1B20CE350CBCADAFCATEAGID2ACT
BED7B567BBODE 914ACCBCE8F2839285C5381D851624DF 31 ﬁl/BccA1 0D228636C855BE81C8BAAD20C3B179EFDC48B8F676D3BA19CB6EB2033CFC3B3A7897F
F75CFA9C21851DDD1F23AF C6F1820DD25C8D40457E65361 1CCDA3BF006636724616A1C3DA320EAFBT35D CAA6BFAFBB1B2686293E65FAAD6004405D86DF500C
825DE1EED6DA54F66A361F2D75922BC2983067BD821 15022FCB47C66756 FOBBEF2628938D0E1912D1CFD059919DBB209B30D6E04AALBT FBES 5
D731D1CF2B0SDEAE3ZECF2ABD6CATR1 BC83EB35620DBCT 3ED2FETB26312A00ABEDSEG5SAACEECOAERELE1653ED 092AC674306407:
067E7CBADA69284EF6D02DBACCCBFAE22E92096B981C3E463E6691 AF10F2DCA499C43C6DBA634DBBFI4F06BI16D377D!
9FDF13D6734AD04B6CCODBT000A1B25DB64484314AC26CT1497117C74CA2B238E7086!

E9C64CB5B738C40439BBB00EDERT

Files aCﬂVity Addforprinting

0 263 1 4

Dropped files




FID Process Filename

1632 some_malicious_flebinexe  Ci\recovery\345bdéfe-adig-11e7-a83c-e8ad72b1d33\Winre.wim
MD5: — SHA2S6: —

1632 some_malicious_flebinexe  C:\Recovery\345bd6fe-a9fo-11e7-a33c-e6a4f7201d33\Winre wim 9m32i
MDS5: — SHA256: —

1632 some_malicious_flebinexe  C9mM32ireadme.tit

MD5: 37395BSFFFEADBO246DF67B4CAADBF7D SHA256: 29A7964EC2E7F030A877BCTATECBIFFBAF232A9C1302989714B62D6DE9IDBEBAT

1632 some_malicious_filebinexe  C:\usershadmin) oracle_jre_usage\dm32ireadme txt

MDS: 37395B5FFFEADB0246DF67B4CAA0BF7D SHA256: 20A7964EC2E7F030A877BC7 A7TECBIFFBAF232A9C1302089714B62D6D69DBSBAS

1632 some_malicious_filebinexe  Ci\recovery\9m32ireadme txt

MD5: 37395BSFFFEADBO246DF67B4CAADBFTD SHAZ256: 20A7964EC2ETF030A877BCTATECBIFFBAF232A9C13029B9714B62D6D69IDBEBAT

1632 some_malicious_filebinexe  C\users\9ma2i-readme txt

MDS: 37395BSFFFEADBO246DF67B4CAADBF7D SHA256: 20A7964EC2E7F030A877BCT ATECBIFFBAF232A9C13020B9714B62D6D69IDBEBAS

1632 some_malicious_filebinexe  C:\program files\9m32ireadme txt

MDS: 37395B5FFFEADBO246DF67B4CAADBF7D SHA256: 29A7964EC2E7F030A877BCT ATECBIFFBAF232A9C1302989714B62D6D69DBEBAT

1632 some_malicious_filebinexe  C:\users\administrator\9m32i-readme txt

MDS: 37395B5FFFEADBO246DF67BACAADBFTD SHA256: 20A7964EC2ET7F030A877BCTATECBIFFBAF232A9C1302989714B62D6D6IDBBEA3

1632 some_malicious_flebinexe  C:\usersiadmin\9ma2i-readme.txt

MDS: 37395BSFFFEADBO246DF67B4CAADBF7D SHA256: 20A7964EC2E7F030A877BCT ATECBIFFBAF232A9C1302089714B62D6DE9IDBSBAS

1632 some_malicious_file.binexe  Ci\recovery\345b46fe-adfd-11e7-a83c-e8ad{72b1d33\9m32ireadme:txt
MDS: 37395B5FFFEADB0246DF67B4CAADBF7D SHA256: 29A7964EC2ETFO30A877BCT ATECBIFFBAF232A9C1302989714B62D6D69DBEBAS

full reg

12 3 4 5 6 7 10
Network activity Addforprinting =
0 4 4 0
HTTP requests
No HTTP requests
port
Connections
PID  Process P Domain ASN eN Reputation
1632 some_malicious_filebinexe 50.87.136.52:443 craftingalegacy.com Unified Layer us m
1632 some_malicious_flebinexe 78.46.1.42:443 g2mediainc.com Hetzner Online GmbH DE | suspicious |
1632 some_malicious_filebinexe 10421.87.185:443 vipcarrental ae Cloudflare Inc us m
1632  some_malicious_filebinexe 134119253 108:443 brinkdoepke eu Host Europe GmbH DE m
DNS requests
Domain P Reputation
craftingalegacy.com 5087.136.52 m
g2mediainc.com 78.461.42
brinkdoepke.eu 134.119.253.108 | suspicious |
vipcarrental.ae 104.21.87.185 [ malicious |

172.67.145.154

Threats
No threats detected

Debug output strings @ Addforpining -

No debug info

ANY[ESRUN

NTER

Y

IALWARE ANALYSIS

ANY[ESRUN

WALWARE ANALYSIS General Behavior MalConf Staticinformation Screenshots System events Network B
General Info @ axstoromntng
File name: some_malicious_file.bin
Full analysis: https://app.any. 178de-7596-4a05-9450-70.

Verdit
Threats: Sodinokibi

Analysis date August 06, 2021, 08:57:08
0s; Windows 7 Professional Service Pack 1 (build: 7601, 32 bit)

Tags




Indicators [=F 4]
MIME: application/x-dosexec
File info PE32 executable (GUI) Intel 80386, for MS Windows
MDS5: 890A58F200DFFF23165DFOE1BOBRESEF
SHAT: 74E3D82F7EERT109E150DC41112CFI5B3A485307
SHA256: 5F56D5748940E4039053F85978074BDE1 6D64BDSBAOTF6F0026BAB172CB29E93
SSDEEP 3072:Hp5SexkWilLbide TMIwWDCnU/q2GBS6W/y- VG W
ANY.RUN
ANY.RUN

Software environment set and analysis options

Behavior activities

Add for printing

MALICIOUS

SUSPICIOUS

INFO

Sodinokibi keys found

Malware configuration

Checks supported languages

Application launched itself

Starts CMD.EXE for commands execution

E 15 file.

Checks supported languages

Dropped object may contain TOR URLS

- some n.exe

D: 16

15 file.

Executed as Windows Service

PID: 219

Reads Environment values

‘Add for printing

Static information

No Malware configuration.

Add for printing

TRID
exe | Win32 Executable MS Visual C++ (generic) (42.2)
exe | Win64 Executable (generic) (37.3)
d Win32 Dynamic Link Library (generic) (8.8)
exe | Win32 Executable (generic)
exe | Generic Win/DOS Executable (2.7)
Summary

Architecture:
Subsystem.

Compilation Date; 10-Jun-2019 15:29:32

DOS Header

Magic number: MZ
Bytes on last page of file: 0x0090
Pages in file: 0x0003
Relocations: 0x0000
Size of header: 0x0004
Min extra paragraphs: 0x0000
Max extra paragraphs: OxFFFF
Initial SS value: 0x0000
Initial SP value: 0x00B8
Checksum: 0x0000
Initial IP value: 0x0000
Initial CS value: 0x0000
Overlay number. 0x0000
OEM identifier: 0x0000
OEM information: 0x0000
Address of NE header: 0x000000D0

Sections
Name Virtual Address Virtual Size
text 0x00001000 0x0000A2D4
rdata 0x0000C000 0x0000F650
data 0x0001C000 0x0000179C
s7bz 0x0001E000 0x0000C800
reloc 0x0002B000 0x0000054C

Video and screenshots

IMAGE_FILE_MACHINE_I386
IMAGE_SUBSYSTEM_WINDOWS_GUI

Raw Size

0x0000A400

0x0000F800

0x00001600

0x0000C800

0x00000600

EXIF

EXE

MachineType: Intel 386 or later, and compatibles

TimeStamp: 2019:06:10 17:29:32+02:00
PEType: PE32
LinkerVersion: 14
CodeSize: 41084
InitializedDataSize: 122368
UninitializedDataSize: o
EntryPoint: 0x36e6
0SVersion: 51
ImageVersion: 0
SubsystemVersion 51
Subsystem. Windows GUI
PE Headers
Signature: PE
Machine: IMAGE_FILE_MACHINE_I386
Number of sections: 5

Time date stamp: 10-Jun-2019 15:29:32

Pointer to Symbol Table 0x00000000
Number of symbols: o
Size of Optional Header. 0x00E0

Characteristics: IMAGE_FILE_32BIT_MACHINE

IMAGE_FILE_EXECUTABLE_IMAGE

Charateristics
IMAGE_SCN_CNT_CODE, IMAGE_SCN_MEM_EXECUTE, IMAGE_SCN_MEM_READ
IMAGE_SCN_CNT_INITIALIZED_DATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DATA, IMAGE_SCN_MEM_READ,
IMAGE_SCN_MEM_WRITE

IMAGE_SCN_CNT_INITIALIZED_DATA, IMAGE_SCN_MEM_READ,
IMAGE_SCN_MEM_WRITE

IMAGE_SCN_CNT_INITIALIZED_DATA, IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ

Entropy

6.55748

6.43997

7.68881

5.09537

6.21532

Add for printing




Processes Adaforpintng

47 7 2 0

Behavior graph
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Specs description -

Process information
PID CMD Path Indicators Parent process
2256 C:\Users\admin\AppData\Local\Temp\some_malicious_file. ~C:\Users\admin\AppData'\Lecal\Temp\some_malicious_fileb — Explorer.EXE
bin exe’ inexe

Information -

User. admin Integrity Level:  MEDIUM
Exitcode: 0

Modules
Images
c\users\admin\appdata\local\temp\seme_malicious_file.bin.exe

c\windows\system32\ntdl.di

c\windows\system32\kemel32.dil
c\windows\system32\kemelbase.dI
cwindows\systema2\usera2.dil
cwindows\system32\gdia2.dil
c\windows\system32\ipk di
cwindows\systema2\usp10.d

c\windows\system32\msvert.dl

c\windows\system32\imm32.dll

1632 CAUsers\admin\AppData\Local\Templsome_malicious_file. C:\Users\admin\AppData\Loc:
bin.exe inexe

\Tempisome_malicious_fileb & & @ some_malicious_file bin.exe

Information -
User:  admin Integrity Level: ~ HIGH

Modules

Images

c\users\admin\appdata\local\temp'some_malicious_file.bin.exe

c\windows\system32\ntdl.di

c\windows\system32\kemnel32.0ll
c\windows\system32\kemelbase.dI

c\windows\system32\user32.dll

c:\windoy

\system32\gdiaz dil

c\windows\system32\lpk dil

c\windows\system32\usp10.d|

c\windows\systemaz\msvert.dl

c\windows\system321imm3z2.dil

a48 ystem32\cmd exe’ /c vssadmin exe Delete C:AWindows\System32\cmd_exe - some_malicious_file bin.exe
Shadows /All /Quiet & bededit fset {default} recoveryenabled

No & bededit /set {default} bootstatuspolicy ignorealifailures

Information ~

User: admin Company: Microsoft Corporation

Integrity Level:  HIGH Description: ~ Windows Command Processor




Exit code: 0 Version 6.1.7601.17514 (win7sp1_rtm.101119-1850)
Modules
Images

c\windows\system32\cmd exe

\systemaz\ntall.di

c\windows\system32\kemnel32.0ll
c\windows\system32\kemelbase.dI
c\windows\system32\winbrand.dt
c\windows\system3a2\msvert.dl
c\windows\system32\user32 dil
c\windows\system32\gdi32.dil
c\windows\system32\ipk.dil

c\windows\system32\usp10.d

i 2
a2 vssadmin.exe Delete Shadows /All /Quiet C:\Windows\system32\vssadmin.exe - cmd exe
Information -

User: admin Company Microsoft Corporaticn
Integrity Level:  HIGH Description:  Command Line Interface for Microsoft@ Volume Shadow Copy Service
Exit code: 0 Version: 6.1.7600.16385 (win7_rtm.090713-1255)
Modules

Images

c\windows\system32\vssadmin.exe

c\windows\system32\ntdildi

c\windows\system32\kemel32.dll

c\windows\system32\kemelbase.dI

c\windows\system32\advapi32.dil

c\windows\system32\msvert.di

c\windows\system32\sechost.dll

c\windows\system32\rpcrta.l

c\windows\system32\ati.dil

c\windows\system32\user32 dil

2196 C:A\Windows\system32ivssvc.exe C:A\Windows\system32\vssvc.exe - services.exe
Information a
User. SYSTEM Company: Microsoft Corporation
Integrity Level:  SYSTEM Description:  Microseft€ Volume Shadow Gopy Service
Exit code: 0 Version 6.1.7600.16385 (win7_rtm 090713-1255)
Modules
Images
Cc\Windows\systema2\vssvc.exe

c\windows\system32\ntdil.di

system32\kemel32.dll

\systemaz\kemelbase.dl

\system3z\advapi2 dil

c\windows\system32\msvert.dl

c\windows\system32\secnost.dil

c\windows\system32\rpcrta.dl

c\windows\system32\user32.dil

c\windows\system32\gdi32.dil

3140 Dbededit /set {Uefault) recoveryenabled No stem32\bededit.exe - cmd.exe
Information -
User. admin Company Microsoft Corporation
Integrity Level:  HIGH Description:  Boot Configuration Data Editar
Exit code: 0 Ver 6.1.7601.17514 (win7sp1_rtm.101119-1850)
Modules
Images

c\windows\system32\bcdedit exe

c\windows\system32\ntdlldi

c\windows\system32\kernel32.dll

c\windows\system32\kemelbase. dl

c\windows\system32\msvert.dl

c\windows\system32\advapi32 dil

c\windows\system32\sechost.dil

cAwindows\system32\merta.di

2940 bededit /set {default} bootstatuspolicy ignoreallfailures C:\Windo stem32\bcdedit.exe - cmd.exe
Information -
User. admin Company Microsoft Corporation
Integrity Level:  HIGH Description:  Boot Gonfiguration Data Editar
Exit code: 0 Version: 6.1.7601.17514 (win7sp1_rtm.101119-1850)
Modules
Images

c\windows\system32\bcdedit exe

c\windows\system32\kemel32.dll

c\windows\svstem32\ntdil.di




c\windows\system32\msvert.d

c\windows\system32\advapi32.dil

c\windows\system32\kemelbase.dI

c\windows\system32\sechost.dll

\systema2\mort4.di

Registry activity Addforprintng =

1298 1274 24 0

Modification events

(PID) Process: (2256) some_malicious_filebinex Key:  HKEY_CURRENT_USE icrosoft urrentVersion\Internet Settings\ZoneMap
e

Operation: write Name: ProxyBypass

Value: 1

(PID) Process: (2256) seme_malicious_filebinex Key:  HKEY_CURRENT_USER\: \Microsoft\ urrentVersion\internet Settings\ZoneMap
e

Operation write Name: IntranetName

Value: 1

(PID) Process: (2256) some_malicious_filebinex Key:  HKEY_CURRENT_USE icrosoft urrentVersion\Internet Settings\ZoneMap
e

Operation: write Name: UNCAsintranet

Value: 1

(PID) Process: (2256) seme_malicious_filebinex Key:  HKEY_CURRENT_USER\: \Microsoft\ urrentVersion\internet Settings\ZoneMap
e

Operation write Name: AutoDetect

Value: 0

(PID) Process: (1632) some_malicious_filebin.ex Key:  HKEY_LOCAL_MACHINE\SOFTWARE\recfg
e

Operation: write Name: sub_key
Value: D60DFFA0440F390ED2DDF04B674C2FBBF07D35FA4B2

FC981CAB377A2BF44D
(PID) Process: (1632) some_malicious_filebinex Key:  HKEY_LOCAL_MACHINE\SOFTWARE\recfg
e

Operation write Name: pk_key

Value: AD54B93

37 ABBA991F4D4127409DFES6199E41 D2D4FB654BA4FCFD2CC293574E

(PID) Process: (1632) some_malicious_filebin.ex Key:  HKEY_LOCAL_MACHINE\SOFTWARE\recfg
e

Operation: write Name: sk_key

Value: 21EC3DCD7CCH 309ABEB21AB161D230F53E961D2D850F0A2CE1ABCCT2B68F255CDAAI80757CDF704068AB5D0B2513945A65100B033DFDD1CCCI5BB4BCC2CCD5215E
F30662F643401FC2B820833EF32684258187496

(PID) Process: (1632) some_malicious_filebin.ex Key:  HKEY_LOCAL_MACHINE\SOFTWARE\recfg
e

Operation: write Name: 0_key

Value: 271E3C6EEED34F5B46C096C4BIE20C2AICCAB2858D789C762CBAEB06BID254527E2FBF66CFB2EIDE46AASESE7666062C6F 59AB35194BBIGEACE
64669702156826EAASFBA1CD04149DCAGBCEB

7F312947A5497A4

(PID) Process: (1632) some_malicious_filebin.ex Key:  HKEY_LOCAL_MACHINE\SOFTWARE\recfg
e

Operation: write Name: rnd_ext
Value: .9m32i

(PID) Process: (1632) some_malicious_filebinex Key:  HKEY_LOCAL_MACHINE\SOFTWARE\recfg
e

Operation write Name: stat

Value: DFSM%B’:Q 2F82C26DC318ESE! A‘SB“ASJBJEahF/D::\SEWA%‘;E‘:SAEEE‘\ZTCEJSCB“ 57DADAIZEIAGACCBB6606221 FAS182ECB855E 1 DEICE4CBSB738CA0439BBB00EDERT
C0680A4BEDS3AAC2BB9DEAA59614! 89A3D6B74315E105FDEA4BA96CACBFCCFEDB54CFDEE3CD292403CDD300758412E4040438063550133D7AE16
:EBCACSCSQ:GC-‘JCCS:B [I-hsEIaZ?HEI/EAEDDBDAcDC‘?F/CaD[I/ADDED4F94:7F\GZZCCQDDEEE(FASW4AcA:\55C4BC}33E5B353AC 7361F5D08117B4CE3AT
AE5AB6C19563610C9A6DB25C46BA1D664D15578030F 588A4744AEFBDAE202E5C7C1E1 0A7ACA260CE303FA6A45435B5CI0F0C04300564745E9CCH13CCO9ABCD7AIFEABSS773
FA4FOD70F3EF6DD671A3D00ABEGDI9SIEEITAOFFAASDE SE42F6E9COBECT746D114CD4021 60A1533F4BFD7CBF6EIE23E10A9CB08C29FID23626D38755F7 IFTF6686
2161686848D065BA3AAB326! GbcACFBﬁZJAﬁD/DEEEE&l\5F\§CE43\5"D’IFAEZS'\51 CBI0S6CE1F31604052C6C0EDCOA4ASIGCACF BSGFEADE28T AFFSCI2C629A7CE4
E543DCE21BEC4EE320862B783AF4A26BF0BD3329 A CE350C8CADAFCAIEAB2D2ACT
BED7B567BB0DES82BA340] 914ACCBCE8F2839 10851624DF361786CA3EQD: bEbCéSSBESICSS;«ADZDCJEI’QEFDEAEEEFb/b 3BA19CB6EB2033CFC383A7897F
F75CFA9C21851DDDF23AF633E00CDDO032CHF 1829DD25CED40457E653811CCDA3BF096636724616A1C3DA320E4FB735D CA46BF4F8B1B26B6 293E65FAADEI04405D86DF 509C
825DE1EED6D454F66A361F2D75922BC2983D67BD82115D22FCBA7C66756F0888F262B938D0E1912D1CFD059919DB8209B30DEE04AALBTFBE JZf')?SCAF/D[IECCEBJNEE
D731D1CF3B0SDEAEIZECF3ABD6C47B1BC183EB35629D8C 1 3ED2FE7B26312A99ABE0SEI55AACE6CIAEBESE 1653ED6F05C1E4092ACE7430640783A65DEA1 21 E4EE4B2 F
067E7CBADAG9284EF6D02DBACCCBF4E22E92096B981C3E463E6691 AF10F2DCA499C43C6DBA634DBBFIAF06B916D377D323B5A768CD3EAATC324A1D3 EE“AADDA;SDFBCAET
9FDF13D6734AD04B6CCODB7090A1825DB64484314AC26CT149117C74C428238E7086DS5E!

529\5./[)9:9:')-«3967\

1 10
Files aCﬂVity Add for printing -
0 263 1 4
Dropped files
PID Process Filename Type

1632 some_malicious_flebinexe  Ci\recovery\345bafe-ad79-11e7-a83c-e8a4(72b1d33\Winre wim
MDS5: — SHA256: —

1632 some_malicious_filebinexe  C:\Recovery\345b46fe-a9f9-11e7-a83c-e8a4172014d33\Winre wim 9m32i
MD5: — SHA256: —

1632 some_malicious_flebinexe  C:\9m32iveadmetit

MDS: 37395B5FFFEADBO246DF67BACAADBFTD SHA256: 20A7964EC2E7F030A877BCTATECBIFFBAF232A9C1302989714B62D6D6IDBBEA3

1632 some_malicious_flebinexe  Cousers\admin\ oracle ire_usage\9m32i-readme.txt

MDS: 37395BSFFFEADBO246DF67B4CAADBF7D SHA256: 20A7964EC2E7F030A877BCT ATECBIFFBAF232A9C13020B9714B62D6D69IDBEBA3

1632 some_malicious_file.binexe  C:\recovery\9m32i-readme.txt

MDS: 37395B5FFFEADBO246DF67B4CAADBF7D SHA256: 20A7964EC2ETFO30A877BCT ATECBIFFBAF232A9C1302989714B62D6D69DBEBAS

1632 some_malicious_filebinexe  C:\users\9m32ireadme txt

MDS: 37395BSFFFEADBO246DF67BACAADBF7D SHA256: 20A7964EC2E7F030A877BCTATECBIFFBAF232A9C1302989714B62D6D69DBBEA3

1632 some_malicious_filebinexe  Ci\program files\9m32ireadme.txt

MD5: 37395BSFFFEADBO246DF67B4CAADBF7D SHA256: 29A7964EC2E7F030A877BCTATECBIFFBAF232A9C1302989714B62D6DE9IDBEBAT

1632 some_malicious_filebinexe  C:\users\administrator\9m32i-readme.txt

MDS: 37395B5FFFEADB0246DF67B4CAA08F7D SHAZ56: 20A7964EC2E7F030A877BC7 ATECBIFFEAF232A9C 13020897 14B62D6D69DBSBAS

1632 some_malicious_filebinexe  C:usersiadmin\9ma2i-readme.txt

MD5: 37395BSFFFEADBO246DF67B4CAADBF7D SHA256: 29A7964EC2E7F030A877BCTATECBIFFBAF232A9C1302989714B62D6DE9IDBEBAT



1632 some_malicious_filebinexe  Ci\recovery\345b46fe-ad19-11e7-a83c-e8a417201d33\9m32 -readme txt

MDS: 37395BSFFFEADBO246DF67B4CAADBF7D SHA256: 20A7964EC2E7F030A877BCT ATECBIFFBAF232A9C13020B9714B62D6D69IDBEBAS

full reg

Network activity Addforpting

HTTP requests
No HTTP requests
full report &3
Connections

Process P Domain ASN Reputation

some_malicious_flebinexe 50.67.136.52:443 eraftingalegacy.com Unified Layer

some_malicious_filebinexe 78.46.1.42:443 g2mediainc.com Hetzner Online GmbH

some_malicious_filebinexe 104.21.87.185:443 vipcarrental ae Cloudflare Inc

some_malicious_filebinexe 134.119.253.108:443 brinkdoepke eu Host Europe GmbH suspiciou:

DNS requests
Domain P Reputation
craftingalegacy.com 50.87.136.52
g2mediainc.com 78.46.1.42
brinkdoepke.eu 134.119.253.108

vipearrental ae 104.21.87.185
172.67.145.154

Threats
No threats detected

Debug output strings 9 Acd orpinting

No debug info
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